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Resiliency Means Business! 



360º RESILIENCE



Webinar Agenda

- A 360 Self-Assessment 

- Prioritizing Risk

- AWIA Section 2013: Risk Assessment & Emergency Planning

- Environmental Change

- Cybersecurity

- Workforce Resiliency

- Financial Resilience

- Community-Based Water Resilience

- Next Steps: Self-Assessment & Resources for You





Self-Assessment







Self-Assessment



Poll 1: Attendees



Understanding Risk

a deeper dive



Standard Engineering Risk (e.g., component failures)



A Basic Framework for Risk Prioritization



Damp Electrical Room … for Now
…



It happens when heavy 
rainfall overwhelms an 
aging stormwater system 
with limited capacity. 
Monday’s record rainfall 
revealed the fragile state 
of the City's stormwater 
infrastructure.



Baselines 

are 

Changing !

Monthly Avg. 

Temperature Rising









Asset-Threat Pairing



Source: USEPA



Source: USEPA



3  Key Products

• ERP Template

• Incident Response 

Templates

• Vulnerability 

Assessment Tools



Poll 2: Hazards





Some standard ideal critical operating resiliencies

24-72 Hours of Backup Power

Meet Minimum Daily Demand for 

24-72 Hours

Have Critical Parts & Equipment In 

Reach 1-3 Days

Short 
Term

!



Case study, small DW system: From CRWU—Creating 
Resilient Water Utilities Program (USEPA)

Fredericktown pursued the short-term strategy of developing a contract 

to use water from a nearby lake during dry periods. The utility 

operators, recognizing that upstream water releases and short-term 

contract may not be sufficient under future conditions, also identified a 

potential long-term adaptation action to dredge the lake.















Baselines 

are 

Changing

Monthly Avg. 

Temperature 

Rising



Source: City of Worcester, MA



Non-Stationarity
?



EPA’s Creating 

Resilient Water 

Utilities 

Initiative

“CRWU”

Source: USEPA



Source: USEPA



EPA’s Creating 

Resilient Water 

Utilities 

Initiative

“CRWU”

Source: USEPA



Climate Resilience Evaluation & Awareness Tool
“CREAT”







Maine

Canada



Cybercrime to cost the world 

$10.5 trillion annually by 2025

U.S. an estimated $2 trillion/yr by 2030



John doesn’t recognize the recipient of the email, but there is a link 

which he thinks may have more information.

What should John do next?

https://imgflip.com/i/1z7nmf


From the experts: cybersecurity-based user awareness 
and education practices

• Have a Cybersecurity Emergency Response Plan

• Maintain an updated inventory of hardware and software 

• Perform regular cyber threat and vulnerability monitoring 

• Establish complex passwords and a good password policy

• Use multifactor authentication 

• Update or patch software regularly

• Utilize reputable antivirus and malware software

• Remove or disable unused features, ports, software, and devices

• Use network firewalls

• Limit remote connections to SCADA* systems

• Install independent cyber-physical safety systems (cut-outs)

There are other basic practices as well…see links in the resource document.

* Supervisory Control and Data Acquisition systems

Think Before

You Click!





Building a Water 
Workforce for Small 
Water & Wastewater 
Systems

Averi Davis, Program Manager

Syracuse University Environmental 
Finance Center (SU-EFC)
E: adavis02@syr.edu

efc.syr.edu

mailto:adavis02@syr.edu


Four Pillars of Workforce Development





Who is Working with Us?

Millennials 
and beyond 
will make up 
to 75% of 
the global 
workforce by 
2025



If you look like this…



It will be hard to attract this.



0% 18% 35% 53% 70% 88%

Government Should Do More

Doing too Much: Leave it to
Business

Gen Z - 70%

Millennials - 64%

Gen X - 53%

Boomers - 49%

Gen Z - 29%

Millennials - 34%

Gen X - 45%

Boomers - 49%

Should government do more to solve our problems?



Looking for 
Untapped

Potential?

Consider an internship program at your 

water/wastewater utility!

Interns are a cost-effective way to handle daily 

tasks.

Internships promote the water workforce and foster 

the next generation of talent.

Interns can spark community awareness by sharing 

their experiences with friends, family, or local media 

outlets.

Why Hire an Intern?

Internship funding available for a limited 

time in Iowa, Kansas & New York - email  

efc@wichita.edu for more info

The EFCs in EPA 

Regions 2 and 7

mailto:efc@wichita.edu


Short Term Workforce Resilience

• Cross-Training Among Staff

• Mutual-Aid Arrangements with 
Nearby Utilities

• Staffing Arrangements With
Other Departments (e.g. in a 
Municipality) for Non-Licensed  
Help

Long-Term Workforce Resilience

• Work on Retention

• Work on the Succession 
Pipeline—Recruitment 
NOT Just When a Position   
Vacates! 

Workforce Resilience: Backing Up Personnel Capacity





American Water Works Association 
definition of Reserve Funds for Utilities

• Operating

• Capital

• Debt Service

• Rate 
Stabilization



Financial Resilience: Short- and Long-Term

Short-Term

• Have Letters of Credit in 
Place Ahead

• Call on Staffing Mutual Aid if 
Applicable

• Well-Maintained Vendor 
Relationships

Long-Term

• Demonstrate Due-Diligence 
to Bond Funders and 
Insurers (they are now 
looking at this!)

• Rate Structure

• Asset Management



Rate Studies & Asset Management 
Training/Assistance are 2 oldest services of the 

Environmental Finance Centers







• Share day-to-day immediate contact information

• Attend each other’s training events (especially exercises)

• Connect with each others’ plans (esp. the HMP and ERPs)

• Know how each can tap extra resources (e.g., WARN, local MAAs)

• Develop joint emergency/risk communication plans (such as water 
use notices that all will disseminate)

• Agree on and issue Worker Access Cards to facilitate utility personnel 
entrance to necessary areas and facilities (emergency managers may 
include state and National Guard personnel who don’t know you!).

• Work together on any potential emergency water system 
interconnections.

• Don’t forget law enforcement if you have threats from cyber and/or 
physical malevolent acts.

SOURCE: based on EPA 832-f-18-001 2018

Some Best Practices for Utilities and Local Emergency Agencies



CBWR – Beyond Usual Emergency Networks

• Connect With Major Users That Are Also Sources of 
Assistance in An Emergency or Longer-Term Challenge (e.g. 
drought)
• Example: Even larger DW systems have turned to area hospitals and facilities 

to fill shortfalls of generators.

• Go Beyond the Billing Relationship With Customers to Seek 
Cooperation and Coordination
• Example: Periodic education with customers to have good communication on 

reduced water use during a critical event

• In General, Well-Maintained Lines of Communication With 
Community Institutions, Facilities, Large or Small Community





Next Steps: 

I. Use the Resilience Readiness Tool to    
do a Quick Self-Assessment               

(Download from Chat; Email will also be sent.

II. Seek Training & Assistance in Priority Areas  
(Guided Tools Inventory for links, info. to be emailed)

III. See the EFC Network Web Site for Recorded 
Webinars, BLOGs and “Get Help” request page!

www.efcnetwork.org



Thank You!   Questions?

Contact Jack Kartez, Senior Advisor, New England EFC

at:

jackk@maine.edu

EFC Resources?:  www.EFCNetwork.org

mailto:jackk@maine.edu


Poll #3: 
Quick Check-In on Self 

Assessment
PART ONE



Poll #4: 
Quick Check-In on Self 

Assessment
PART ONE



Thank You!   Questions?

Contact Jack Kartez, Senior Advisor, New England EFC

at:

jackk@maine.edu

EFC Resources?:  www.EFCNetwork.org

mailto:jackk@maine.edu
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